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ISOGENY GRAPHS ook

The study of supersingular isogeny graphs has come into vogue in cryptography
for their local regularity and global mixing structure; the Ramanujan property.

Definition
Given an elliptic curve E over k, and a finite set of primes S, we can associate
an isogeny graph Gs(E)

» whose vertices are elliptic curves isogenous to E over k, and

» whose edges are isogenies of degree £ € S.
If S = {£}, then we write Gy(E), the £-isogeny graph.

Cme=0 (=00
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ISOGENY GRAPHS AND ADJACENCY MATRICES Lol

The adjacency matrices of the £-isogeny graphs:

Cme=0 (=00

form a system of commuting operators:

1 2 2 2
TQ:(3 0) andTg,:<3 1)

whose characteristic polynomials are:

(x — 3)(x +2) and (x — 4)(x + 1).

One can guess that the eigenvalues —2 and —1 are traces of Frobenius on the
elliptic curve:
Xo(11) : y? +y = x> — x* — 10x — 20.
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ORDINARY ISOGENY GRAPHS: VOLCANOES W
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Let End(E) = O C K, an imaginary quadratic field. The class group CI(O) acts
faithfully and transitively on the set of elliptic curves with endomorphism ring O:

E — E/E]q] Ela]={P € E|a(P)=0Va € a}

Thus, the CM isogeny graphs can be modelled by an equivalent category of
fractional ideals of K.

End(E)

¥ )
Z[r)

3t

SUPERSINGULAR ISOGENY GRAPHS | UWaterloo - Jul 5, 2024




U
W

ORDINARY PROTOCOL - COUVEIGNES & ROSTOVTSEV-STOLBUNOV, 2006 ok

Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.

L={l b5}

SUPERSINGULAR ISOGENY GRAPHS | UWaterloo - Jul 5, 2024



ORDINARY PROTOCOL - COUVEIGNES & ROSTOVTSEV-STOLBUNOV, 2006 Lol v

Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
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Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.

o
o [ )
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.

o
] ]
L={l b5}
[ J o
Alice
pa=(2,1,-1) (] | =
a=1RE!
[ ]
o { ]
[ J

Y
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.

o
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Alice
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a=1RE!
[ ]
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.

o
] ]
L={l [}
[ J o
Alice Bob
pA:(2,1,—1) [ ] .EO ,013:(—2,0,1)
a= 235! a=1
[ ]
o { ]
[ J
En
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.

o
] ]
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.

E o
BA °
L={l b5}
Alice Bob
pa=(21,-1) ps = (—2,0,1)
a=1RE! a=1[°1
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
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Fix a large enough finite field I, of large characteristic p and an ordinary elliptic
curve Eo/IF, such that its Frobenius discriminant D, = t? — 4q contains a large
enough prime factor.

Consider a set of primes £ = {41, .. ., £,,} such that (%) =1.
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The study of these isogeny graphs, in the guise of the theory of left ideal of a
maximal quaternion order, goes back to Brandt (1943).

Eichler (1955) extended the theory to so-called Eichler orders, corresponding to
a o(N)-structure on the underlying elliptic curves.

In this Brandt—Eichler framework, the objective is to have explicit models for
modular forms and their Hecke action, with the view to studying the associated
Galois representations.

The same computational tools and explicit algorithms for isogeny graphs in
cryptography apply equally to the study of Galois representations.

5%
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The supersingular isogeny graphs are remarkable because the vertex sets are
finite : there are (p + 1)/12 + €, curves. Moreover

» every supersingular elliptic curve can be defined over IFz;
» all £-isogenies are defined over Fe;
» every endomorphism of E is defined over F ..

The lack of a commutative group acting on the set of supersingular elliptic
curves/F . makes the isogeny graph more complicated.

ot
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Supersingular isogeny Diffie-Hellman

» Fix two small primes ¢4 and £g;
» Choose aprime psuchthat p+1 = e;egf for a small correction term f;

=

2
» Pick a supersingular elliptic curve E/Fp: E (Fp2) ~ (ﬁ)

Alice consider E [€3] = (Pa, Qa) While Bob takes E [¢2] = (Pg, Qg).
Secret Data: Ry = maPa + naQa and Rg = mgPs + ng Q5.
Private Key: isogenies ¢pa : E — Ea = E/(R4) and

¢s: E — Eg = E/(Rg).

> Shared Data: Ex, ¢pa(Ps), da(Qg) and Eg, ¢5(Pa), ¢5(Qa).

» Shared Key: E/(Ra, Rg) = Eg/{(¢s(Ra)) = Ea/{da(RE))-

v

v

v

®a(Ps)
E/{Ra)
da(QB) ,
¢
Eyaw%) 7777777 - E/{Ra, Rg)
A, Rs
S /-1 (57.)
k ¢B(PA)//§
E/<RB> ! d)B(QA) 7\
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It is an adaptation of the CouveigneséRostovtsevaStolbunov scheme to
supersingular elliptic curves.

Commutative Supersingular isogeny Diffie-Hellman

» Fixaprimep=4-4;-...-£4;— 1 for small distinct odd primes ;.

» The elliptic curve Eq : y? = x> + x/F,, is supersingular and its
endomorphism ring over F, is O = Z [r] (commutative).

» A supersingular Montgomery curve E, : y? = x* + Ax? + x/F,, appear in
the Z(O)-orbit of E.

» Private Key: it is an n-tuple of integers (ey, . . ., er) sampled in a range

-m,..., m} representing an ideal class [a] = [I7* - . .. - [§'] € &(O)

where [; = (4;, ™ — 1).

» Public Key: The Montgomery coefficients A of the elliptic curve
Ea=la]- Ey:y?= x>+ Ax® + x.

> Shared Key: If Alice and Bob have private key (a, A) and (b, B) then
they can compute the shared key Eag = [a] [b] - Eo = [0] [a] - Eo.
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Let E/k be a supersingular elliptic curve over k = F ., let K be an imaginary
quadratic field with maximal order Ok, and define

End(E)° = End(E) ®z Q.

Then End(E)° is a quaternion algebra over Q, ramified at p, which admits an
embedding of K if and only if p is ramified or inert in K.

Definition
A K-orientation on an elliptic curve E/k is a homomorphism

L: K — End®(E).

An O-orientation on E is a K-orientation such that ¢(O) is contained in
End(E). An O-orientation is primitive if

t: O = (K)NEnd(E)

is an isomorphism.

J
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Let p =71 and Ey/F+1 be the supersingular elliptic curve with j(E) =

oriented by the Ox = Z[w], where w? + w + 1 = 0.

The orientation by K = Q|w] differentiates vertices in the descending paths from
Eo, determining an infinite graph shown here to depth 4:

i
O e
<N

/ \. ./ \ C®  ==aD

NN NN
..@fﬁ @

LAADIA

®
®

®
®
®
®
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We let again p = 71 and we consider the isogeny graph oriented by Z[wro]
where wrg generates the ring of integers of Q(v/—79).
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The moduli of elliptic curves j-invariant don’t suffice to classify isomorphism of
oriented curves. In the OSIDH protocol we focused on orientations by the
system of orders O,, = Z + £" Ok, linked via a chain of £-isogenies: the path
traversed is more important.

To resolve the local ambiguities, we can add more level structure:

° °
S ‘
.\{./ * .\./o o\./ .\./‘
J _—
./.\.\./ /.\. K.\_/.)
e .I \. ./ e
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ADDING LEVEL STRUCTURE

There are multiple reasons to add level structure to our construction:

» With an £-level structure, the extension of £-isogenies by modular
correspondences allows one to automatically remove the dual isogeny
(backtracking): there are £ rather than £ + 1 extensions.
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ADDING LEVEL STRUCTURE sl

There are multiple reasons to add level structure to our construction:

» With an £-level structure, the extension of £-isogenies by modular
correspondences allows one to automatically remove the dual isogeny
(backtracking): there are £ rather than £ + 1 extensions.

» The modular isogeny chain is a potentially-non injective image of the isogeny

chain.
)
Need to nigedify
Wazp%mwxﬂ

I

—
|

)

—>

Meed o destingucst
2-ceogences

e 3
—

@8<

—>

C
®
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ADDING LEVEL STRUCTURE
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There are multiple reasons to add level structure to our construction:

» With an £-level structure, the extension of £-isogenies by modular
correspondences allows one to automatically remove the dual isogeny
(backtracking): there are £ rather than £ + 1 extensions.

» The modular isogeny chain is a potentially-non injective image of the isogeny
chain.

» Rigidifying automorphisms should also shorten the distance to which we
need to go in order to differentiate 2 points (two torsion of C¢(O) may lift to
non 2-torsion point in C4(O, T)).
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ADDING LEVEL STRUCTURE

L.COLO

There are multiple reasons to add level structure to our construction:

» With an £-level structure, the extension of £-isogenies by modular
correspondences allows one to automatically remove the dual isogeny
(backtracking): there are £ rather than £ + 1 extensions.

» The modular isogeny chain is a potentially-non injective image of the isogeny
chain.

» Rigidifying automorphisms should also shorten the distance to which we
need to go in order to differentiate 2 points (two torsion of C¢(O) may lift to
non 2-torsion point in C4(O, T)).

» g-modular polynomial of higher level are smaller.
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MODULAR GROUP

-2 2

acts by fractional linear Mobius transformations
a b _ar+b
c d) T o +d

H={zeC|Im(z) >0}

The group

adbc:l}

on the upper half plane

equipped with its standard complex analytic structure.

We define the modular group as the quotient group

[(1) =Sko(Z)/{£/}
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We define the principal congruence subgroup as the kernel of the reduction map
SLy(Z) — SLy(Z/NZ). This is

({2 e ¢ (2 e

A subgroup I of SL,(N) is called a congruence subgroup if it contains I'(N) for
some N. Some important examples of congruence subgroups are

n={(2 2)esum| ¢ 9= (s 2)mer)
({2 o] 2 - e
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MODULAR CURVES ook

The modular group acts on the upper half plane and its quotient classifies
homothety classes of lattices or, equivalently, isomorphism classes of elliptic
curves. As a geometric object it is a sphere with one point missing.

Define the extended upper-half plane
H* = HUPY(Q)

Definition
The affine modular curve over C attached to I is an algebraic curve Y(I)

whose complex points are identified with F\H with its natural Riemann sur-
face structure.

The complete modular curve over C attached to I is an algebraic curve
X(T') whose complex points are identified with F\H* equipped with some
Riemann surface structure.
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MODULAR CURVES - AN ExAMPLE

71 T
TS
STS TST
-1 1 0 1 1 g
2 2
i
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MOBULAR CURVES
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MODULAR CURVES - AN ExAMPLE
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MODULAR INTERPRETATION sl

The points in Y(I') = H/T can be interpreted as elliptic curves over C with some
extra "level N” structure. More precisely,

> If T =To(N), then the I-orbit of T € H corresponds to the complex torus
E = C/{(, ) with the distinguished cyclic subgroup of order N generated by
1/N. Thus, points on Yu(/N) parametrize isomorphism classes of pairs
(E, C) where E is an elliptic curve over C and C is a cyclic subgroup of E of
order N.

» [ =T1(N), then the I-orbit of T € H corresponds to the complex torus
E = C/{, T) with the distinguished point of order N given by 1/N. Hence,
points on Y1 (N) parametrize isomorphism classes of pairs (£, P) where
now P is a point on E of exact order N.

')
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ISOGENY GRAPHS WITH LEVEL STRUCTURE LCOLD

For any congruence subgroup I' of level coprime to the characteristic, we have a
covering Gs(E, ) — Gs(E) whose vertices are pairs (E, (P, Q)) of
supersingular elliptic curves/F . and a '-level structure, and edges are isogenies
P (E, T(P, Q) — (E,T(P, Q")) suchthat y(I'(P, Q)) =T(P', Q).

—
@\\_/’< ; Eg. Io(N)-structures.

/ Vertices (E, G) with G < E[N] of order N

/@ End(E,G) = {a<cEnd(E)|a(G)C G}
\@/Q) On the left the 'y (3) supersingular 2-isogeny
U

U
W
A
I

isomorphic to Eichler order.
graph.

14 {(Eo, Gl), (Eo, GQ), (Eo, G3)} where
G1, G, Gz maps to each other under the au-
tomorphism of Ey; they define 3 isogenies to

O=—=W=—=) &
O O

0o
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SOME MODULAR CURVES OF INTEREST

Weber modular function f=f W

such that j = ( f2}6)3

t = Hesse invariant

ts=1t3
/ o \3

Xo(3)
12
t =27+ (23)

t3(t3+216)3
(ts=27)3

J-invariant

‘ 20 *
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WEBER INITIALIZATIONS - AN EXAMPLE OF GRAPHS

We orient the supersingular 2-isogeny graph in characteristic 61 by Q(
we then climb the Weber modular tower.

CO==@0 ] C@lD

Weber Modular Polynomials
Us(x,y) = (x> —y)y +16x  W3(x,y) =x* — x>y +8xy + y*

‘ 22 | S
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THE METHOD OF GRAPHS

Wy



SUPERSINGULAR CURVES AND MODULAR FORMS - onicing LCUL[‘]

The relations between supersingular elliptic curves and the ideal theory in a
quaternion algebra appears in a classical work of Deuring (1941).

The basis problem of Eichler (1973) provides the means to relate the ideal theory
to modular forms.

Using this theory, Pizer (1980) describes an algorithm for computing modular
forms.

The method of graphs of Oesterlé and Mestre (1986) rephrases the theory of
Quaternion ideals in terms of supersingular elliptic curves.

‘ 23%
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BRANDT MATRICES LC0L

Let p be a prime number and 2, -, the quaternion algebra ramified at p and
infinity. Let R be a fixed maximal order in A, .

For {J,..., Jn} alist of representatives for the isomorphism classes of left
R-ideals and n > 1, we can construct the h x h matrix B(n) = (b; j(n)) by

bij(n) = #{1/C HINA() = N ) and [1] = [} =
#{ | N=r*and[l] = [4]} =
jJ7t [Nr(a)gi/q; = n}

We can construct the h x h matrix valued function

z)=) B(n)q"

n>0

whose /7, j component is

0ij(z) = Zbu )a" € Ma(To(p))

n>0
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BRANDT MATRICES - AN EXAMPLE

Let p = 23. The quaternion algebra 2(,, ., has maximal order

1+ 1+
R=z+zi+2 L +2i->
with three ideal classes{[/]. [J2], [J5]}. We find
1 10 0 1 3 30 28 24
B2)=(2 1 3 B(3)=1{2 3 0 B(101) = [ 56 54 60
0 1 0 2 01 16 20 18

Giving normic forms

nr (X1, Xo, X3, Xa) = X2 4+ X2 4+ 6X2 4+ 6X2 + X1 X3 + Xo Xy
Nra(X1, Xo, X3, X3) = X? + X2 + 8X2 4+ 8X2 + X1 Xo + X1 Xz + Xo X3z + XoXq + 4X3X,
nrg(Xl, X5, X3, X4) = Xl2 + 2X22 + 3X32 + 6X42 + X1 X4 + X2X3

(= E—®

O 0O

25
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CICHLERS BASIS PROBLEM - pasNor MoDULES sl

We define the Brandt Module M¢(R) as the C-vector space with basis C4(R)
equipped with the right action of Brandt matrices.

Define the Brandt morphism as
Mc(R) x Mc(R) — Mz(To(p). Q)
(i ) — > bij(n)q
= i Z qQ/v/(’Y)
Wi
5

=Y (B(NE. F)q"

Theorem

As part of the basis problem Eichler proved that the morphism above is
surjective, equivalently that M, (T (p), Q) is spanned by theta series.

26
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SUPERSINGULAR HECKE MODULE sl

Let Ey, ..., E;, be a complete set of isomorphism classes of supersingular elliptic
curves over F,. We define the supersingular module as the free abelian group

X(p) = _EBZ[E/].

equipped with Hecke operators T,, the adjacency operators of the £-isogeny
supersingular graphs.

The supersingular points j( E;) are the singular points of Xo(p)/F,, which has two
irreducible components, isomorphic to X(1)/F,, crossing at the supersingular
points.

The singular module can be identified with the monodromy group of the Neron
model of its Jacobian Jy(p).

27
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U

METHOD OF GRAPH - a cxmwpLE

Let p = 37. There are 3 supersingular elliptic curves over the algebraic closure of
F37. Since non of these curves has automorphism group larger than {+1} we
can view the graph as undirected. For p = 2 we have

< o

Sy

The matrix T (2) has characteristic polynomial X(X — 3)(X + 2) and can be
interpreted as a Hecke operator on the space M, (Io(37), Q) of modular forms of
weight 2 for I'g(37).

The rational roots of this polynomial imply that the Jacobian of the modular curve
Xo(37) splits as the product of two elliptic curves over Q.

28
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U

LEVEL STRUCTURE

Let G be a subgroup of GLy(Z/NZ). For a choice B = (P, Q) of basis for E[N],
let BG be the orbit under the action:

(P.Q)- (i Z) — (aP + cQ, bP + dQ).

The pair (E, BG) corresponds to a point on a modular curve Xg.

Example. An upper triangular Borel subgroup G = By(N) stabilizes the
subgroup (P), and X is the modular curve Xp(N).

For a complete set (E;, B G) of representative moduli points, we can define a
supersingular module:

X(p. G) = PZI(E B, G)),
iJ
on the modular curve X, equipped with the action of Hecke operators.

29
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CALOIS REPRESENTATIONS sl

The addition of level structure allows us to compute objects of more general
reduction type. In particular, 1-dimensional factors of &{p) correspond to
semistable elliptic curves of prime conductor p.

The supersingular module X(p, G) covering X(p) gives rise to Galois
representations of elliptic curves and modular abelian varieties which need not
be semistable at the primes dividing N.

Example. The modular cover X(5) — X(1) is defined by the map:

(u?0 4 22801 4 494410 — 22815 + 1)3

U'—>f(u): u5(u10~11u5~1)5

The supersingular point j = 0 = 123 on X(1)/F. splits into the five supersingular
points {1, ¢s, (2, (2, (2} on X(5) over Fa[(s] = Fos.

30
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ALEVEL 50 EXAMPLE

The supersingular 3-isogeny graph on X(5)/F, takes the form:

0
C@/ ()

Qg\ //




A'LEVEL 50 EXAMPLE

This gives the adjacency matrix

o

I
e =)
— O R R
= N
O = =
= = O R

with characteristic polynomial (x — 4)(x — 1)(x + 1)(x — i)(x + i), whose linear
factors correspond to twists of an elliptic curve of conductor 50.

31
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SIEVING FOR ELLIPTIC CURVES sl

The rank of the supersingular modules X(p, G) grows linearly with p, but the
Hecke operators (Brandt matrices) on X(p, G) are sparse.

In order to study existence of elliptic factors in X(p, G), it suffices to look in the
kernels:

ker(Tg —c). ker(Tg—c+1),...ker(Tg4+c — 1), ker(Ty + ¢),

where ¢ = |2v/¢] is the Hasse-Weil bound. This allows one to study existence of
elliptic curves with semistable reduction at p and reduction type dictated by G at
N.

Further work is in progress to be able to capture Hecke modules and their Galois

representations with additive reduction at p, using partial p-adic lifts of
supersingular points.
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