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ISOGENY GRAPHS h%l

Definition

Given an elliptic curve E over k, and a finite set of primes S, we can associate
an isogeny graph T’ = (E, S)

» whose vertices are elliptic curves isogenous to E over k, and
» whose edges are isogenies of degree £ € S.

The vertices are defined up to k-isomorphism (therefore represented by

J-invariants), and the edges from a given vertex are defined up to a
k-isomorphism of the codomain.

If S = {¢}, then we call T an ¢-isogeny graph.

The ¢-isogeny graph of E'is (¢ + 1)-regular (as a directed multigraph). In
characteristic 0, if End(E) = Z, then this graph is a tree.
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ORDINARY ISOGENY GRAPHS: VOLCANOES EA

Let End(E) = O C K. The class group CI(0) acts faithfully and transitively on the
set of elliptic curves with endomorphism ring O:

E — E/FE]a] Ela]={P€ E|a(P)=0Va€ a}

Thus, the CM isogeny graphs can be modelled by an equivalent category of
fractional ideals of K.

End(E)
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STRUCTURE OF VOLCANOES %A

Let E and E’ be to elliptic curves with endomorphism rings @ and ¢’
respectively and let ¢ : E — E’ be an £ isogeny.

» If @ = @ we say that ¢ is horizontal;

» If [0 : O] = £ we say that ¢ is ascending;
» If [0 : O] = ¢ we say that ¢ is descending.
Crater

The crater consists of h(Ox) = #C(O) Elliptic curves. Depending on the
behavior of £ in O, we can have one or multiple craters:

(B--1 (-0 (3) -+

The height of the volcano is v, ([0 : Z[x]]).
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SUPERSINGULAR ISOGENY GRAPHS %A

The supersingular isogeny graphs are remarkable because the vertex sets are
finite : there are (p + 1)/12 + ¢, curves. Moreover

» every supersingular elliptic curve can be defined over [ z;
» all £-isogenies are defined over [ 2;
» every endomorphism of E is defined over [ ..

The lack of a commutative group acting on the set of
supersingular elliptic curves/FF . makes the isogeny
graph more complicated.

For this reason, supersingular isogeny graphs have
been proposed for

» cryptographic hash functions (Goren—-Lauter),

» post-quantum SIDH key exchange protocol.
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ORDINARY PROTOCOL - COUVEIGNES & ROSTOVTSEV-STOLBUNOV, 2006 [Ny %A

Fix a large enough finite field [, of large characteristic p and an ordinary elliptic
curve E,/F, such that its Frobenius discriminant D, = ¢* — 4¢ contains a large
enough prime factor.

Consider a set of primes £ = {{,, ..., ¢,,} such that (%) =1.
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[
[ ] [ ]
L= {[17 [27 [3}
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]
] (]
’C = {[17 [27 [3}
[ J
Alice
pa=(2,1,-1) ° E,
a=oE!
[ ] o
o { ]
[ J
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I
SIDH - L. DE FE0 6 0. JAD, 201 ol

» Fix two small primes £, and ¢;
» Choose a prime p suchthatp +1 = Kjﬁ%ffor a small correction term f;

» Pick a random supersingular elliptic curve E/F .: E ([sz) = (ﬁf

» Alice consider E[(%4] = (P4, Q 4) while Bob takes E [¢%] = (P, Qp).
» SecretData: R, = m P, +n, Q4 and Rg = mpgPp +ngQp.
» Private Key: isogenies ¢, : E — E, = E/E(R,) and
¢p: E — Ep = E/E(Rp).
» Shared Data: £, ¢, (Pp), 94(@p) and Ep, ¢p(Py), dp(Q4)-
> Shared Key: E/E(R,, Rp) = Ep/{¢p(R4)) = Ea/{0a(Rp)).

,#a(Pp)
yENRM ¢A<QB>\g
B L E/(Ra, )
e b S
¢p(Pa)
E/(Rp) ?5(Qa)

)
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I
CSIDH - CASTRYCK, LANCE, MARTINDALE, PANNY & RENES, 2018 ol

It is an adaptation of the Couveignes—Rostovtsev-Stolbunov scheme to
supersingular elliptic curves.

Commutative Supersingular isogeny Diffie-Hellman

> Fixaprimep=4-¢; -...- ¢, — 1 for small distinct odd primes #;.

» The elliptic curve E, : y? = 23 + x/[Fp is supersingular and its
endomorphism ring restricted to [, is O = Z [r] (commutative).

» Al Montgomery curves E, : y* = x* + Az® + z/F, that are
supersingular, appear in the C4(0)-orbit of E,, (easy to store data).

» Private Key: it is an n-tuple of integers (e, ..., ;) sampled in a range
{—m,...,m} representing an ideal class [a] = [I}* - ... - [;*] € &(0)
where [, = (¢;, ™ — 1).

» Public Key: The Montgomery coefficients A of the elliptic curve
Ey=la-Ey:y* =23+ Az? + z.

» Shared Key: If Alice and Bob have private key (a, A) and (b, B) then
they can compute the shared key E 45 = [a] [b] - Ey = [b] [a] - E.

7
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MOTIVATING 0SIDH ﬁ

The constraint to [,-rational isogenies can be interpreted as an orientation of the
supersingular graph by the subring Z[=] of End(E) generated by the Frobenius
endomorphism 7.

We introduce a general notion of orienting supersingular elliptic curves and their
isogenies, and use this as the basis to construct a general oriented supersingular
isogeny Diffie-Hellman (OSIDH) protocol.

» Generalize CSIDH.

» Key space of SIDH: in order to have the two key spaces of similar size,
we need to take £ ~ 0~ /p- This implies that the space of choices
for the secret key is limited to a fraction of the whole set of supersingular
J-invariants over F ..

» A feature shared by SIDH and CSIDH is that the isogenies are
constructed as quotients of rational torsion subgroups. The need for
rational points limits the choice of the prime p

Y
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ORIENTATIONS nén

Let O be an order in an imaginary quadratic field K. An O-orientation on a
supersingular elliptic curve E is an inclusion ¢ : @ < End(E), and a K-orientation
is an inclusion « : K < End’(F) = End(E) ®, Q. An @-orientation is primitive if
O ~End(F)NuK).
Theorem

The category of K-oriented supersingular elliptic curves (E, ¢), whose mor-
phisms are isogenies commuting with the K-orientations, is equivalent to the
category of elliptic curves with CM by K.

Let ¢ : E — Fbe an isogeny of degree /. A K-orientation . : K < End’(E)
determines a K-orientation ¢, (.) : K < End’(F) on F, defined by

6.()(0) = 7 doula) o6,

Conversely, given K-oriented elliptic curves (E, 1) and (F, 1) we say that an
isogeny ¢ : E — F'is K-oriented if ¢, (1) = ¢, i.€., if the orientation on F'is
induced by ¢.

Y

OSIDH | Séminaire de cryptographie de Rennes - 04 Oct. 2019



ORIENTED ELLIPTIC CURVES AND VOLCANOES %A

As we have seen, one feature of the ¢-isogeny graphs of CM elliptic curves is that
in each component, depending on whether £ is split, inert, or ramified in K, there
is a cycle of vertices, unique vertex, or adjacent pair of vertices which have
¢-maximal endomorphism ring.

Chains of ¢-isogenies leading away from these ¢-maximal vertices have
successively (and strictly) smaller endomorphism rings, by a power of £.

This lets us define the depth of a CM elliptic curve E (i.e. vertex) in the £-isogeny
graph as the valuation of the index [0 : End(E)] at ¢, which measures the
distance to an ¢-maximal vertex.

Consequently, we obtain a notion of depth at /¢ in the K-oriented supersingular
£-isogeny graph.

We also recover the notion of horizontal, ascending and descending isogenies.
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CLASS GROUP ACTION nén

» SS(p) = {supersingular elliptic curves over Fp up to isomorphism}.
» SSy(p) = {0U-oriented s.s. elliptic curves over F,, up to K-isomorphism}.

» SSI(p) =subset of primitive ¥-oriented curves.
The set SS,(p) admits a transitive group action:
&(O) x 8Sp(p) — SSy(p) (o], E) /—— [a] - E = E/E[q]

The class group €(O) acts faithfully and transitively on the set of O-
isomorphism classes of primitive @-oriented elliptic curves.

In particular, for fixed primitive @-oriented E, we obtain a bijection of sets:
&0) — SSI(p) [a] —— [a] - E

For any ideal class [a] and generating set {qy, ..., q,.} of small primes, coprime to
[0k = O], we can find an identity [a] = [q5* - ... - g+"], in order to compute the

action via a sequence of low-degree isogenies. -~
1
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VORTEY ol

We define a vortex to be the ¢-isogeny subgraph whose vertices are
isomorphism classes of @-oriented elliptic curves with -maximal endomorphism
ring, equipped with an action of &(0).

Instead of considering the union of different isogeny graphs, we focus on one
single crater and we think of all the other primes as acting on it: the resulting
object is a single isogeny circle rotating under the action of &¢(0).

i
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WHIRLPOOL h%l

The action of CZ(0) extends to the union |J, SS, (p) over all superorders O;
containing O via the surjections ¢/(0) — C4(0;).

We define a whirlpool to be a complete isogeny volcano acted on by the class
group. We would like to think at isogeny graphs as moving objects.

4
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WHIRLPOOL h%l

Actually, we would like to take the ¢-isogeny graph on the full (0 )-orbit. This
might be composed of several £-isogeny orbits (craters), although the class
group is transitive.
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WHIRLPOOL: AN EXAMPLE %A

The set of multiple ¢-volcanoes is called ¢-cordillera.

Example. p = 353, ¢ = 2, elliptic curves with 344 [ 4,-rational points.

A ANYANA
() @) (w) @) @) G e ()

A whirlpool is the union of the two, shuffled by the class group of Z[2v/—82].

OSIDH | Séminaire de cryptographie de Rennes - 04 Oct. 2019




ISOGENY CHAINS LCULD

Definition

An ¢-isogeny chain of length n from E,, to E is a sequence of isogenies of
degree ¢:

%o (0 2 Pn1
Ey—FE —FEy,— .. —E =FE.
The ¢-isogeny chain is without backtracking if ker (¢, © ¢;) # E;[(], ¥
The isogeny chain is descending (or ascending, or horizontal) if each qb is
descending (or ascending, or horizontal, respectively).

The dual isogeny of ¢, is the only isogeny ¢, ; satisfying ker (¢, o ¢;) = E;[{].
Thus, an isogeny chain is without backtracking if and only if the composition of
two consecutive isogenies is cyclic.

Lemma

The composition of the isogenies in an ¢-isogeny chain is cyclic if and only if
the ¢-isogeny chain is without backtracking.
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PUSHING ISOGENIES ALONG A CHAIN %A

Suppose that (E;, ¢,) is an £-isogeny chain, with E, equipped with an
O -orientation ¢ : O — End(E}).

For each i, ¢; : K — End"(E;) is the induced K-orientation on E;,. Write
O, = End(E;) N ¢;,(K) with Oy = O .

If g is a split prime in O over g # ¢, p, then the isogeny
Yo+ By = Fy = Ey/Eq [q]
can be extended to the ¢-isogeny chain by pushing forward C;, = E [q]:
Co=Epla], Cy = ¢(Cy), .., Cp = 1(Cry)

and defining F; = E;/C,.

E,_1/Cici = Fiy 0 F,=FE;/C;
o——©0
%‘—1}1 %Wq
® Pi—1 ®

Cio1 CEiy ¢ E; O C;
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LADDERS ol

Definition

An ¢-ladder of length n and degree ¢ is a commutative diagram of £-isogeny
chains (E;, ¢;), (F;, ¢;) of length n connected by g¢-isogenies 1, : E;, — F;,

E E E FE,
.0 o .1 1 .2 2 Pn-1 o
Illol 1/)1[ 1/}% d]nl
([ 7 o 7 ([ 7 7 [ ]
Fo %0 F &} F, % n—1 [

n

We also refer to an £-ladder of degree ¢ as a ¢-isogeny of ¢-isogeny chains.

We say that an ¢-ladder is ascending (or descending, or horizontal) if the
£-isogeny chain (E;, ¢,) is ascending (or descending, or horizontal, respectively).

We say that the ¢-ladder is level if 1), is a horizontal g-isogeny. If the ¢-ladder is
descending (or ascending), then we refer to the length of the ladder as its depth
(or, respectively, as its height).

KD
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EFFECTIVE ENDOMORPHISM RINGS AND ISOGENIES %A

We say that a subring of End(E) is effective if we have explicit polynomials or
rational functions which represent its generators.

Examples. Z in End(F) is effective. Effective imaginary quadratic subrings
O C End(E), are the subrings @ = Z[r] generated by Frobenius

In the Couveignes-Rostovtsev-Stolbunov constructions, or in the CSIDH
protocol, one works with O = Z[x].

» For large finite fields, the class group of @ is large and the primes q in O have
no small generators.

Factoring the division polynomial z/)q(x) to find the kernel polynomial of
degree (¢ — 1)/2 for E[q] becomes relatively expensive.

» In SIDH, the ordinary protocol of De Feo, Smith, and Kieffer, or CSIDH, the
curves are chosen such that the points of E[q] are defined over a small
degree extension «/k, and working with rational points in E(k).

» We propose the use of an effective CM order O of class number 1.

The kernel polynomial can be computed directly without need for a splitting
field for E[q], and the computation of a generator isogeny is a one-time
precomputation.

i
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MODULAR APPROACH h%l

The use of modular curves for efficient computation of isogenies has an
established history (see Elkies)

Modular Curve

The modular curve X(1) ~ P! classifies elliptic curves up to isomorphism,
and the function j generates its function field.

The modular polynomial ®,,(X,Y") defines a correspondence in X(1) x X(1)
such that @,,(j(E),j(E’")) = 0if and only if there exists a cyclic m-isogeny ¢
from E'to E’, possibly over some extension field.

Definition
A modular (-isogeny chain of length n over k is a finite sequence
(JosJ1» -+ »Jn) IN k such that ®,(j;,j;.,) =0for0 <i < n.

A modular ¢-ladder of length n and degree ¢ over k is a pair of modular ¢-
isogeny chains

(j07j17 7.777,) and (]67]1’ ,.7;7,>7
such that @, (j;, j;) = 0.
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[
0SIDH - INTRODUCTION coLoff

We consider an elliptic curve E,, with an effective endomorphism ring (eg.
Jo = 0,1728) and a chain of ¢-isogenies.
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[
0SIDH - INTRODUCTION coLoff

We consider an elliptic curve E,, with an effective endomorphism ring (eg.
Jo = 0,1728) and a chain of /-isogenies.

» For ¢ = 2 (or 3) a suitable candidate for O could be the Gaussian integers
Z[i] or the Eisenstein integers Z[w].

OKQE/
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[
0SIDH - INTRODUCTION coLoff

We consider an elliptic curve E,, with an effective endomorphism ring (eg.
Jo = 0,1728) and a chain of /-isogenies.

» Horizontal isogenies must be endomorphisms

o
A

9]
FO
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OSIDH - INTRODUCTION

Jo = 0,1728) and a chain of /-isogenies.
» We push forward our g-orientation obtaining F3.

I
EQ/
(]
£
El/
[ )

o8N
N

Ey
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We consider an elliptic curve E,, with an effective endomorphism ring (eg.




OSIDH - INTRODUCTION

Jo = 0,1728) and a chain of /-isogenies.
» We repeat the process for Fj,.
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ol

We consider an elliptic curve E,, with an effective endomorphism ring (eg.




[
0SIDH - INTRODUCTION coLoff

We consider an elliptic curve E,, with an effective endomorphism ring (eg.
Jo = 0,1728) and a chain of /-isogenies.

» And again till F,,.
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I
OSIDH - INTRODUCTION & MODULAR APPROACH ool

If we look at modular polynomials ®,(X,Y) and ®,(X,Y") we realize that all we
need are the j-invariants:

o
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I
OSIDH - INTRODUCTION & MODULAR APPROACH ool

If we look at modular polynomials ®,(X,Y’) and ®,(X,Y") we realize that all we
need are the j-invariants:

Since j, is given (the initial chain is known) and supposing that j; has already
been constructed, j; is determined by a system of two equations

o
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HOW MANY STEPS BEFORE THE IDEALS ACT DIFFERENTLY? (e %A

q
Ey® o1 ek,
q Eyo
RS N

E! # E! ifand only if g2 N O, is not principal and the probability that a random
ideal in O, is principal is 1/h(0;). In fact, we can do better; we write Oy = Z[w]
and we observe that if g% was principal, then

> = N(q?) = N(a + bliw)
since it would be generated by an element of 0, = Z + ¢ . Now

N(a + bl%) = a® + abtl! + b*s¢**  where w? +tw+s=0

Thus, as soon as 2% >> ¢2, we are guaranteed that g2 is not principal.
')
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AFIRST NAIVE PROTOCOL

PUBLIC DATA: A chain of ¢-isogenies £y — E; — ... = E,,
ALICE BOB

(>
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AFIRST NAIVE PROTOCOL

PUBLIC DATA: A chain of ¢-isogenies By — E; — ... = E,,

ALICE BOB
Choose a primitive Lo Lo
O i--orientation of CE\\ QE\\

E, j28 e

(>
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AFIRST NAIVE PROTOCOL

PUBLIC DATA: A chain of ¢-isogenies By — E; — ... = E,,

ALICE BOB
Choose a primitive Lo Lo
O i--orientation of CE\\ QE\\

E, j28 e

Push it forward to

depth n Ey=F—F —..—F, E=G—-G —..—G,

ba B

(>
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AFIRST NAIVE PROTOCOL

PUBLIC DATA: A chain of ¢-isogenies By — E; — ... = E,,

ALICE BOB
Choose a primitive Lo Lo
O i--orientation of CE\\ QE\\

E, j28 e

Zg;?hngomard to Ey=F,—»F —..»F, E,=G,—G —..—=G,
b4 B

Exchange data ><
{Gi}i, {Fi}i

»
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AFIRST NAIVE PROTOCOL

PUBLIC DATA: A chain of ¢-isogenies By — E; — ... = E,,

ALICE BOB
Choose a primitive Lo Lo
O i--orientation of CE\\ QE\\

E, j28 e

Push it forward to Ey=F,—»F —..»F, E,=G,—G —..—=G,

depth n
¢A ¢B
Exchange data ><
{Gihin {Fi Y
Compute shared Compute ¢4 - {G;} Compute ¢ - {F;}

secret

D
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AFIRST NAIVE PROTOCOL

PUBLIC DATA: A chain of ¢-isogenies By — E; — ... = E,,

ALICE BOB
Choose a primitive Lo Lo
O i--orientation of CE\\ QE\\

E, j28 e

Push it forward to Ey=F,—»F —..»F, E,=G,—G —..—=G,

depth n
¢A ¢B
Exchange data ><
{Gihin {Fi Y
Compute shared Compute ¢4 - {G;} Compute ¢ - {F;}

secret
In the end, Alice and Bob will share a new chain £, - H, — ... —» H,

)
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GRAPHIC REPRESENTATION
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GRAPHIC REPRESENTATION

Egp——sF,
E 10— oF’ 1
Eoe
E»
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I
AFIRST NAIVE PROTOCOL - WeAKNESS ol
In reality, sharing (F;) and (G,) reveals too much of the private data. '
From the short exact sequence of class groups:
— O/t OK)X — CO) = C(O)) =1
O (2/677)
an adversary can compute successive approximations (mod ¢) to ¢ , and ¢
E,

modulo ™ hence in 4(0).
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|
AN EXAMPLE: COMPUTE SUCCESSIVE APPROYIMATIONS Lcowof

Take ¢ = p* = 100072, E : y* = x* 4 1 of j-invariant 0 is supersingular over [ ,.
We orient £, by Oy = Z|w] < End(E,) where w? + w + 1.

‘ 26 *
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I
AN EXAMPLE: COMPUTE SUCCESSIVE APPROIMATIONS ool

r
!
!

Algorithm. Action of an ideal [(¢, a + bl'w)] € CU(Z + ('O ) lying over g on the !

' set of primitive ¥-oriented elliptic curves SS})" (p).

Input: The j-invariants of two elliptic curves £ and E’ over [ . known to be
@-is0genous.
Output: The ideal [a] € {[q], [q]} such that [a] * j(E) = j(E’).

1. Compute g-division polynomial v, (). i
2. Factor v, () and find the factor f(z) corresponding to the desired isogeny |
¢:E— FE. 1

3. Pick aroot of f, i.e., a g-torsion point Plying in the kernel of ¢. |
4. Set mO = qq = (q,a + bllw)(g,a’ + b’ liw). |
5. If [a] P+ [b] - [('w] P = O |
Return g. |

Else
Return q.

‘ 26 *
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AN EXAMPLE: COMPUTE SUCCESSIVE APPROYIMATIONS

The action of £‘w on E; will be given by the composition

¢i—1°"'°¢2°¢1°¢0°[W]°¢;0°(51°€£2°"'°Q§1—1

‘ 26 *
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I
AN EXAMPLE: COMPUTE SUCCESSIVE APPROIMATIONS ool

Observe that this is exactly the definition of orientation by @, transmitted to E;
along the isogeny Ey — E;, — Ey — ... = E;.

‘ 26 *
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THE ALGORITHM LCOLO

I
2
M

Computing successive approximations

We are given two sequences {E; }* , and {F;}? ,. Suppose that E; = F; for
alls < m; there are [ possibilities for F,,, ,;, and we need to find g € End(O )
such that

1. B=1mod ¢™ sothat B, E; = F; = E; for all i < m;
2. B*Eerl = Fm+1;

3. [is smooth with small exponents (n order to determine the action of
modulo ¢™*1 effectively).

Once that we have constructed « such that o, E; = F; forall m < ¢ < k,
then we can substitute 1 with

1. B=amod ¢* sothat B,E,,; = Fj.;.

‘ 27 *
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TOWARDS A MORE SECURE 0SIDH PROTOCOL

How can we avoid this while still giving the other enough information?

Instead Alice and Bob can send only F' = F,, and G = G,,.

Problem Once Alice receives the unoriented curve G,, computed by Bob she
also needs additional information for each prime p;:

Bob’s curve
G

- - [ - -
Horizontal p,-isogeny Horizontal p,-isogeny
with kernel G, [p;] with kernel G, [p;]

n

In fact, she has no information as to which directions — out of p, 4 1 total
p,;-isogenies — to take as p; and p,.

Solution They share a collection of local isogeny data (£}, [q,]) and (G, [q,])
which identifies the isogeny directions (out of g; + 1) for a system of small split
primes (q,) in O k-

‘ 28 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy
ALICE BOB

‘ 29 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy
ALICE BOB

(e1,...5€;) (dy,...,d,;)

Choose integers
in a bound [—r, 7]

‘ 29 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy

ALICE BOB
Choose integers (e ) ” 2
in a bound [—r, 7] 1o €t 1y eeer dy
Construct an B o e B P
isogenous curve F,=E,/E, [p{" p;'] G, =E,/E, [p* p!"]

‘ 29 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy

ALICE BOB
Choose integers (e e,) (d dy)
Inabound [_T”r} 194256 1y eee s Uy
Construct an F,=E,/E, [p{ - p] G,=E,/E, [ Py ]

isogenous curve

Plreoo'mpute. al File R T e «FDeF, GG T e Gl G,
directions Vi

‘ 29 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy

ALICE BOB
Choose integers (e ) ” 0
in a bound [—r, 7] 1o €t 1y eeer dy
Construct an
isogenous curve Fy =B, /By [py vt G,=FE,/E, [ pt]
Precompute all

directions Vi F e F i e e B R, GG T e G G,
.. and their
conjugates F,—F\ [ —F %Fﬁf}l Gn%G(T}?iH...%G(;’;UeGS’H

‘ 29 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy

ALICE BOB
Choose integers (e e) ( 0
in a bound [—r, 7] 1™t 1o @y
Construct an . . 4 p
sogenous curve  Ln = En/En Y 0] G =B/, o1 py]
Precompute all
directior?s Vi i e e PR, G e T e e alea,
... and their
Conjugates FnA)Fsl*)*}Fs:l)*)FS:)l GHHG(T}L*}%GZ;U%G(:H

Exchange data ><
G,,+directions F, +directions

‘ 29 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy

ALICE BOB
Choose integers
in a bound [_T’T} (€1,...,€) (dy,...,d;)
Construct an _ er e . d, .d,
iSOgenOUS curve Fn - En/En [pl Py ] Gn - En/En [pl Py ]
P.reoo.mpme. al FUe pCm e Rl «F, GNea e all a,
dlreCtIOﬂS Vl n,i n,t n,i n,i n,i n,i
a.nd their F,—FY o VL pr GG 5 e seh
Conjugates n n,i n,i n,1 n n,i n,i n,1
Exchange data ><

G,,+directions F, +directions
Takes e, steps in Takes d, steps in

Compute shared p,-isogeny chain & push p;-isogeny chain & push
data forward information for forward information for

j> . j> .

‘ 29 *
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OSIDH PROTOCOL h%l

PUBLIC DATA: A chain of ¢-isogenies E, — E; — ... — E,, and a set of
splitting primes p,,....p, CO CEndE, N K C Oy

ALICE BOB
Choose integers
in a bound [_T’T} (€1,...,€) (dy,...,d;)
Construct an _ er e . d, .d,
iSOgenOUS curve Fn - En/En [pl Py ] Gn - En/En [pl Py ]
P.reoo.mpme. al FUe pCm e Rl «F, GNea e all a,
dlreCtIOﬂS Vl n,i n,t n,i n,i n,i n,i
a.nd their F,—FY o VL pr GG 5 e seh
Conjugates n n,i n,i n,1 n n,i n,i n,1
Exchange data ><

G,,+directions F, +directions
Takes e, steps in Takes d, steps in

Compute shared p,-isogeny chain & push p;-isogeny chain & push
data forward information for forward information for

j> . j> .

In the end, they share H,, = E,, /E,, [pf1+d1 . ~pf‘+dt]

‘ 29 *
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OSIDH PROTOCOL - GRAPHIC REPRESENTATION | é

The first step consists of choosing the secret keys; these are represented by a
sequence of integers (e, ..., ¢,) such that |e,| < r. The bound r is taken so that
the number (2r + 1)* of curves that can be reached is sufficiently large. This
choice of integers enables Alice to compute a new elliptic curve

E
F, = ﬁ
E,[py" - pi']
by means of constructing the following commutative diagram

]ﬁ“ %o ﬁo f%u ﬁo f%u
Eq . A o L L
Eolpi] Eolpy'] Eolp)'ve] Eo[py'v5] Bpleitpy ] Eoly" . py']

Ey® [ J [ J [ J [ ) [ J or
0
Ee [ J [ J [ J [ [ J [ J3}
E,® ® ® ® ® ® ol
F,’gl) Frgul) Fygul'l) ESCI‘RZ) E(Lcl‘...,ct,l) qu ..... et)

‘ 30 *
OSIDH | Séminaire de cryptographie de Rennes - 04 Oct. 2019




OSIDH PROTOCOL - GRAPHIC REPRESENTATION I %A

Once that Alice obtain from Bob the curve G,, together with the collection of data
encoding the directions, she takes e, steps in the p,-isogeny chain and push
forward all the p,-isogeny chains for ¢ > 1. o)

T

2, .. .(;.(;051622)

R
R
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N - M
- N <H
— o d
N W W
.
3zt
K e 5305 + 53305
g 7469 + 49485
< 5502 + 36755
kN <
Gu,mv - 00 2845 + 63325
& oY’ 7348 + 50645
2 2 oo e
2 8 E o0 = 9992 + 53765
" © +: g2
H § a2 g 3 93
- & S S T PR
w = +2 205, 3 mg98g + ¥FOL
L £ 52 g e "
: :
= g . 2o,
2 2 Tl 92,2,
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113

£ E

= +

< = @ .
g g 2 g 3 g
2 g g S % & o
OO0 @@ @——0—0@

33
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113

762 + 34710
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113

33
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113

5494 + 99265
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113

5494 + 99265
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: (7113

33
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: [/[512

3965

> —@

> —@

> —@

b —@

D— @ 6191 + 992

11111
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: [/[512

3965

00 —0—0 0 -0 0 —0 —0 —0—0—@:191+ 99265
2500 + 17648
P

11111
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [

33
OSIDH | Séminaire de cryptographie de Rennes - 04 Oct. 2019 C




OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [

81

st s
ot
Kl
1 e
W e B W e
@ @ T . o e
/./ fa s Bt s
°
g jit

saze 114
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [

00, s
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [

33
OSIDH | Séminaire de cryptographie de Rennes - 04 Oct. 2019 C




OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key:
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [

33
OSIDH | Séminaire de cryptographie de Rennes - 04 Oct. 2019 C




OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [

oy
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1, [

oy
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: | 1, [

7004
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OSIDH PROTOCOL - AN EXAMPLE

7004

Bob secret key: | 1, [

704

Elliptic curve
shared by Alice
Elliptic Curve
shared by Alice
Bob's final
clliptic curve
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' 1,3

7778

‘.
‘.
‘.
‘.
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' [, 12

H
H
i}
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' [, 12

JIL

1L

JL
111
111
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' [, 12

JL
L
JHE
QL
11]]
111
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OSIDH PROTOCOL - AN EXAMPLE

Bob secret key: ' [, 12
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OSIDH PROTOCOL - AN EXAMPLE
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: [/[512
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Alice secret key: [/[512
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Alice secret key: [/[512
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OSIDH PROTOCOL - AN EXAMPLE

Alice secret key: [/[512
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OSIDH PROTOCOL - AN EXAMPLE

I
Elliptic curve Elliptic Curve
shared by Bob A shared by Alice
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CLASSICAL HARD PROBLEMS LCOL0

I
2
M

Endomorphism ring problem

Given a supersingular elliptic curve E/F . and m = [p], determine
1. End(E) as an abstract ring.

2. An explicit endomorphism ¢ € End(E) — Z.

3. An explicit basis B° for End’(E) over Q.

4. An explicit basis B for End(E) over Z.

Endomorphism ring transfer problem
Given an isogeny chain
Ey—FE — .. —E,

and End(E,), determine End(E,,).

34
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HARD PROBLEMS ol

Given a supersingular elliptic curve E/F ., # = [p], an imaginary quadratic
order @ admitting an embedding in End(E) and a collection of compatible
(0, q™)-orientations of E for (q,n) € S, determine

1. An explicit endomorphism ¢ € O C End(E)
2. A generator ¢ of @ C End(FE)

Suppose S = {(q,n)} = {(41,n1),-.-, (q;,n;) } where q4, ..., g, are pairwise
distinct primes such that
[0,...,n1] X ... X [0,...,n,] — C(O)

(€1yeeyey) — (a7 - o - qy]
is injective. Then, the problem should remain difficult.
We can reformulate this in a way that allows (g;,n;) € S:

[Ny, q] X oo X [=1yy e, 1y ] — CL(O)
(ela "'aet) — [q? T q:t]

is injective. If ¢; < 0, then q¢* corresponds to (g;)'“!.
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SECURITY PARAMETERS - CHAIN LENGTH | é

Consider an arbitrary supersingular endomorphism ring Oy C B with
discriminant p2. There is a positive definite rank 3 quadratic form

disc: 0y/Z — 7
) 7 o ——— |disc(a)| = |disc (Z [o]) |
N (O) 2Z N0y
representing discriminants of orders embedding in Og;.
The general order Oy has a reduced basis 1 A a,1 A ay, 1 A ay satisfying
|disc(1 A ;)| = A, where A, ~ p?/3
(Minkowski bound: ¢;p? < A} A A, < cyp?).

In order to hide O,, in Oy we impose

lo
Al > ep?? = n=x y

so that there is no special imaginary quadratic subring in Oy = End(E,,).
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SECURITY PARAMETERS - CHAIN LENGTH I é

In order to have the action of &(Q) cover a large portion of the supersingular
elliptic curves, we require £™ ~ p, i.e., n ~ logé(p).

> #SSV (p) = h(0O,,) =class number of O, = Z + (" O.
» Class Number Formula

WZ +mOy) = mn (1- (&) 1

plm p/p
» Units
{£1} if A < —4 1 ifAg<—4
O% = § {£1, +i} fAr=—4 = [0L:0"]=<2 ifAgx=—4
{£], tw, +w?} fAxp=-3 3 fAr=-3
» Number of Supersingular curves
p
#88(p) = 15| +¢, ¢ €{0.1,2}

" 1-4m A\ 1 P "
Therefore, h({"O ) = Zor3 (1 — (71() Z) = [ﬁ} +e, = p~4L
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SECURITY PARAMETERS - DEGREE OF PRIVATE WALKS é

Suppose E = E,, and F are two generic supersingular elliptic curves. Without an
Og-module structure we have a basis Hom(E, F) = Zy, + Zyy + Ztp5 + Z1),.
A reduced basis should satisfy deg(z);) ~ /p. In order that Z) 4 is not a
distinguished submodule of Hom(E, F'), the private walk v 4 should satisfy

DN =

log (deg(vy4)) >

Again, we can think of the number of curves that we can reach: for a fixed
degree m the number of curves that can be attained is

[P (E[m])| =~ [Pt (Z/mZ)| ~

The total number of isogenies of any degree d up to m is Zm [P (E[m])| ~
but the choice of 4 is restricted to a subset of O-oriented i |sogen|es in &(0).
Such isogenies are restricted to a class proportional to m.

Consequently, to cover a subset of p* classes, we need

log, (deg(v4)) > A

m
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SECURITY PARAMETERS - PRIVATE WALKS EXPONENTS é

In practice, rather than bounding the degree, for efficient evaluation one fixes a
subset of small split primes, and the space of exponent vectors is bounded.
We choose exponents (e, ..., e,.) in the space I x ... x I, C Z" where

I; = [=mj,m;], defining ¢, with kernel E [p{* -+ p;7].

We want the map

111, — o) — ssp)

j=1
to be effectively injective - either injective or computationally hard to find a
nontrivial element of the kernel in (I; x ... x I.) Nker (Z"™ — ¢(0))

In order to cover as many classes as possible, the latter should be nearly
surjective. If the former map is injective with image of size p* in SS(p) this gives

pr <[] (2m; +1) <|@(O)| ~ ¢
j=1

for fixed m = m; this yields

n > rlog, (2m + 1) > Alog,(p)
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CONCLUSIONS n%n

By imposing the data of an orientation by an imaginary quadratic ring O, we
obtain an augmented category of supersingular curves on which the class group
C¢(0) acts faithfully and transitively.

This idea is already implicit in the CSIDH protocol, in which supersingular curves
over [, are oriented by the Frobenius subring Z[r] = Z[,/~p].

In contrast we consider an elliptic curve E;, oriented by a CM order O of class
number one. To obtain a nontrivial group action, we consider ¢-isogeny chains,
on which the class group of an order @ of large index £™ in O acts.

The map from /¢-isogeny chains to its terminus forgets the structure of the
orientation, and the original curve E;, giving rise to a generic s.s. elliptic curve.

We define a new oriented supersingular isogeny Diffie-Hellman (OSIDH) protocol,
which has fewer restrictions on the proportion of supersingular curves covered
and on the torsion group structure of the underlying curves.

Moreover, the group action can be carried out effectively solely on the sequences
of modular points (such as j-invariants) on a modular curve, thereby avoiding
expensive isogeny computations, and is further amenable to speedup by
precomputations of endomorphisms on the base curve E;.
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Future directions:
» Security analysis and setting security parameters.
» Comparison with earlier protocols.
» Implementation and algorithmic optimization.
» Use of canonical liftings.
» Higher dimensions.
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